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Chapter 1: The Forward Deployed Engineering
Persona & Mission

The title "Software Engineer" covers a broad array of disciplines. Some engineers spend their careers
building highly optimized compilers, while others design sleek user interfaces or scale distributed
databases. However, in the enterprise landscape—especially in the era of complex data platforms and
applied Artificial Intelligence—a massive chasm exists between standard software products and the
messy, legacy-bound realities of enterprise IT environments.

This chasm is where the Forward Deployed Engineer (FDE) lives.

Popularized by elite tech firms like Palantir, the FDE is a specialized engineering persona designed to
bridge the gap between core product engineering and client implementation. The mission of an FDE is
not to write code in a vacuum, but to deploy, integrate, customize, and prove the business value of
complex software platforms directly inside the client's production environment.

This chapter dissects the unique persona of the FDE, explores the architectural boundary between the
core product and client customizations, and analyzes the lifecycle of forward-deployed engineering
engagements.

1. Defining the FDE Persona

An FDE is a hybrid professional: one-third senior systems developer, one-third solutions architect, and
one-third management consultant. They are deployed to client sites (or embedded in their virtual
clouds) to handle the hardest engineering challenges: connecting proprietary core software platforms
to fragmented, messy, and highly secure corporate data architectures.

To understand the FDE, we must compare them to three related but distinct engineering roles:
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Forward Deployed Software Solutions Architect

Dimension . . Tech Consultant
Engineer (FDE) Engineer (SWE) (SA)

Primary Embedded with Client Client-Facing / . .

K . Corporate HQ Client Site
Location / Hybrid Remote
Code Custom Integration Core Product High-Level Design System
Ownership ("Delta") & Core Codebase (No Code) Integration Glue
Depth of Extremely Deep (Full- Deep (Feature- Broad (Multi- Variable (Often
Focus Stack Data) focused) product) generic)
Success Production Rollout & Code Quality & Signed Architectural Project Hours
Metric Client Value Scalability Designs Billable

The FDE Skill Matrix

To survive at a client site, an FDE must possess a diverse set of skills:

1. Full-Stack Systems Engineering: FDEs must navigate GCP/AWS cloud infrastructure, Kubernetes
orchestration, Spark/Ray distributed processing, database internals, and LLM APIs.

2. Domain Agility: On Monday, an FDE might be working with a global investment bank auditing trade
ledgers. On Thursday, they might be in a manufacturing plant optimizing supply-chain loT data. FDEs
must learn new business contexts in days, not months.

3. High-Stress Diplomacy: FDEs frequently interact with hostile client stakeholders—such as DBA
teams who view external automation as a threat to their jobs, or security officers whose default
answer to integration requests is a hard "No".

2. The "Dev vs. Delta" Architecture Paradigm

The most critical engineering decision an FDE-driven organization must make is the division of code
into two distinct layers: Dev (the Core Product Platform) and Delta (the Client-Specific Integration
Code).

Without a clear boundary between these layers, an enterprise software vendor will inevitably fall into
the "consulting trap"—where every client engagement spawns a separate fork of the codebase,
making upgrades impossible and destroying software margins.
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DEV (Core Product Platform) DELTA (Client Integration)

‘ Standard APIs / Schema ’ ‘ Legacy API Adapter ’

Delta Integration

‘ Core Engine Primitives ’ ‘ Custom Security Policy ’

1. Dev (Core Product Platform)

The Dev layer represents the product developed by the engineering teams at corporate headquarters.
It is designed to be highly generic, domain-agnostic, and configurable. It consists of the core
computation engines, user interfaces, security models, and standard data schemas.

* Rule: The Dev layer must never contain client-specific logic, hardcoded client schemas, or custom
adapters for a single customer's legacy systems. If a feature is needed by a client, it must be
designed generically and controlled via feature flags or configurations.

2. Delta (Client-Specific Integration Code)

The Delta layer contains the client-specific code written by the FDE at the client site. This includes:

* Ingestion pipelines that map legacy customer database tables into standard Dev schemas.

* Authentication plugins connecting the Dev platform to the client's proprietary Active Directory or
IAM setups.

* Specialized APl adapters linking the Dev platform to old in-house mainframe systems.

* Custom Al Agent workflows designed for the client's unique operational guidelines.

The Feedback Loop: Upstream Evolution

The FDE is the primary source of feedback for HQ Product SWEs. When an FDE writes the same type
of "Delta" adapter for three different clients, it signals a product deficiency. The FDE coordinates with
Product management to transition that customization into the core "Dev" platform, creating a modular,
native feature.

3. The FDE Engagement Lifecycle

A successful forward-deployed engineering engagement follows a rigorous, phase-based lifecycle
that transitions a client from a state of chaos to operational independence.

Confidential - For Review Only Page 6 of 61



FORWARD DEPLOYED ENGINEERING HANDBOOK

1. Discovery 2. Landing Zone 3. Integration 4. Evaluation 5. Handover

Audit Data & IT VPC SC & IAM Delta Adapters AutoSxS & Evals SRE Runbooks
Define MVV laC Provisioning Data Pipelines User Trials Ops Transfer

Phase 1: Technical Discovery & Audit

Before writing any code, the FDE must audit the customer’s data environment. In this phase, the FDE
obtains read-only access to source systems, analyzes schemas, identifies structural quality issues,
and maps out the integration requirements. Crucially, the FDE aligns stakeholders on the Minimum
Viable Value (MVV)—the smallest scope of integration that will provide immediate business utility.

Phase 2: Landing Zone Setup & Security Hardening

In Phase 2, the FDE provisions the secure cloud infrastructure where the platform will run. Working
alongside the client's NetOps and SecOps teams, the FDE establishes private Kubernetes (GKE)
clusters, sets up Shared VPC networks, and configures VPC Service Controls (VPC SC) perimeters to
prevent data exfiltration. All infrastructure is declared using Terraform to ensure reproducibility.

Phase 3: Ingestion & Delta Integration

With the secure infrastructure established, the FDE builds the Delta integration layer. They construct
dbt-driven data pipelines to parse, clean, and deduplicate customer data. They configure Workload
Identity to bypass standard username/password credentials and build custom agent orchestrations to
connect the platform to legacy client APIs.

Phase 4: System Evaluation & User UAT

Once data flows, the system must be rigorously evaluated. The FDE runs pointwise and pairwise
automated evaluations (e.g., AutoSxS) using Vertex Al, ensuring that accuracy metrics exceed the
required thresholds. Simultaneously, early business users participate in User Acceptance Testing
(UAT) to evaluate system performance against real operational situations.

Phase 5: Operations Handover

The final phase is the transfer of ownership. An FDE should not remain embedded with a single client
forever. They must package the system, author detailed SRE runbooks, configure Grafana/Cloud
Monitoring dashboards for runtime alerts, and train the client’s IT department to maintain the platform
independently.

Confidential - For Review Only Page 7 of 61



FORWARD DEPLOYED ENGINEERING HANDBOOK

Summary

The Forward Deployed Engineer represents a crucial evolution in software delivery. By acting as a
technical diplomat and systems expert, the FDE transforms messy corporate architectures into clean,
functional runtime environments. By enforcing a strict division between Dev and Delta code, FDEs
protect core platform margins while delivering highly customized systems that unlock immediate
enterprise value.
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Chapter 2: The Consulting Mindset & Stakeholder
Diplomacy

An FDE is not just a software developer who sits in a quiet corner of a corporate headquarters writing
clean code against a pre-defined backlog. The moment an FDE lands at a client site, they enter a
complex ecosystem of corporate politics, conflicting agendas, legacy technology silos, and security
barriers.

To succeed, an FDE must possess a consulting mindset. They must be able to frame fuzzy business
problems into concrete technical requirements, communicate architectural designs to both software
engineers and non-technical executives, and build diplomatic relationships with client teams who may
view them with skepticism or hostility.

This chapter explores the core frameworks of the consulting mindset—specifically MECE problem-
solving and the Pyramid Principle—and provides actionable playbooks for handling discovery calls
and managing hostile enterprise IT and security departments.

1. The MECE Problem-Solving Framework

When an enterprise client brings in an FDE team, the problem description is almost always vague and
unstructured:

* "Our risk reporting system is too slow and unreliable."”

* "We want to build an Al agent that improves our customer support operations.”

* "Our inventory data is fragmented across too many legacy systems.”

To tackle these fuzzy problems without getting lost in endless technical rabbit holes, FDEs use the
MECE (Mutually Exclusive, Collectively Exhaustive) framework.

MECE is a grouping principle that states:

1. Mutually Exclusive (ME): The sub-components of a problem must not overlap. Each issue must
belong to one, and only one, branch of your analysis.

2. Collectively Exhaustive (CE): The sub-components must cover the entire problem space. There
must be no missing gaps or unaddressed areas.
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1. Ingestion Bottlenecks

DB Extract / Network Latency

Root Problem 2. Computation Latency

(e.g., Risk Reports Slow) Data Skew / OOM in Spark

MECE Boundary
No gaps (CE)
No overlaps (ME)

3. Query serving bottleneck

Missing Index / Bad Views

Implementing MECE in Technical Discovery

When an FDE performs a technical audit of a slow reporting system, they systematically divide the
performance bottleneck into distinct categories:

1. Data Extraction & Network Ingestion: The time spent pulling data from legacy systems and
transporting it across networks.

2. Data Transform & Processing: The time spent running aggregations and joins inside the processing
cluster (Spark/Ray).

3. Database Write & Serving: The time spent committing transactions to the target database and
executing read queries in the UL.

By organizing the analysis this way, the FDE can guarantee that no potential causes are missed, and
that resources are not wasted investigating overlapping issues.

2. Executive Communication: The Pyramid Principle

FDEs regularly communicate with senior executives (CFOs, CIOs, and VPs) who do not have the time
or technical background to understand low-level engineering details. When presenting to this
audience, FDEs reverse the standard developer communication structure by using Barbara Minto's
Pyramid Principle.

Standard Engineering Communication (Bottom-Up)

Developers usually communicate chronologically:

1. "First, we spent three days looking at the Kafka configs..."

2. "Then, we noticed that the consumer group was rebalancing..."
3. "After that, we found a memory leak in the parser..."

4. "Therefore, we need to upgrade the JVM version."

By the time the engineer reaches the conclusion, the executive has lost focus.
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The Pyramid Principle (Top-Down)

The Pyramid Principle mandates that you start with the conclusion, followed by a summary of the core
arguments, and only provide detailed supporting data at the very bottom.

[ 1. CONCLUSION / RECOMMENDATION ]
"Upgrade GKE cluster size by 30%"

A
|
| | |
[ Arg 1: Demand ] [ Arg 2: Latency ] [ Arg 3: Resilience ]
"Daily data volume "Average query time "Autoscaler limits
increased by 45%" exceeded 1500ms limit" tripping during peaks"

Using this top-down structure ensures that the most critical information is delivered immediately. If the
executive wants detail, they can ask; if not, the decision is approved in minutes.

3. Diplomatic Scoping: The Minimum Viable Value (MVV)

In enterprise deployments, scope creep is a major risk. Clients want the software platform to solve all
of their operational issues at once. An FDE must manage these expectations by identifying and
implementing the Minimum Viable Value (MVV).

Unlike a Minimum Viable Product (MVP)—which focuses on product features—the MVV focuses on
business outcomes.

* MVP Question: "What is the smallest set of features we can build?"

* MVV Question: "What is the smallest integration we can build that proves concrete economic value
to the client?"

Playbook: Scoping the MVV in 3 Steps
1. Identify the Core Friction Point: Find the manual process that costs the client the most time or
money.

2. Isolate the Required Data: Determine the minimum dataset needed to automate that friction point.
Do not ingest the client's entire database if you only need three tables to solve the core problem.

3. Establish Clear Success Metrics: Agree on a concrete metric before writing code (e.g., "Reduce
report generation time from 8 hours to under 15 minutes").
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4. Stakeholder Diplomacy: Handling Hostile IT Teams

The arrival of an external FDE team can cause anxiety inside client organizations:

* The DBAs may view automated schema migrations as a threat to database stability and their jobs.
* The SecOps team may see cloud integrations as a compliance risk.

* The Legacy Developers may feel defensive about an external team rewriting parts of their system.

To navigate this resistance, FDEs use specific playbooks to build trust and alignment:

1. The "DBA Alliance" Playbook

¢ Friction: The client DBAs refuse to grant database write permissions or approve new schemas.

e Strategy: Shift the burden of control to them. Instead of asking for write access to the production
database, suggest writing data to a staging schema or a secure storage bucket, and ask the DBAs
to review and approve the migration scripts. By involving them in the process, you turn a
gatekeeper into an ally.

2. The "SecOps Inversion" Playbook

e Friction: Security officers block integration requests with generic compliance objections.

e Strategy: Address security requirements proactively. Before they ask, present them with a detailed
architecture document showing encrypted connections (TLS 1.3), network boundaries (VPC SC),
and IAM role structures (Least Privilege). When you present security designs that exceed their
standard requirements, they quickly approve your integration.

Summary

The success of a forward-deployed engineering engagement depends as much on diplomacy and
communication as it does on code. By using structured problem-solving frameworks like MECE,
presenting findings using the Pyramid Principle, and proactively addressing the concerns of client
stakeholders, an FDE can bypass corporate roadblocks and deliver rapid, high-impact technical
solutions.
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Chapter 3: Enterprise Data Audits and Schema
Recovery

Data in the real world is messy, but data inside legacy enterprise databases is outright chaotic. When
an FDE integrates a modern platform with a client's core operations, they are rarely greeted with a
clean, documented, relational schema. Instead, they find undocumented tables, columns with names
like VAR_FLD_19, mixed data encodings, orphaned rows, and inconsistent date-time structures.

Before building automated workflows or training Al models, the FDE must perform a comprehensive
data audit. They must reverse engineer the undocumented schemas and write robust, optimized SQL
query blocks to extract, clean, and rebuild relational structures.

This chapter outlines the methodology of enterprise data audits and details the SQL forensics toolset
—specifically recursive queries, window functions, and execution plan tuning.

1. Schema Forensics & Undocumented Tables

In enterprise systems, documentation is often years out of date. To recover the schema, the FDE must
inspect system catalogs and query distribution statistics.

Database System Catalog Auditing

Most relational engines store metadata in system catalogs. An FDE begins by querying these views to
identify table sizes, index layouts, and key relationships.

-- Find undocumented tables with high row counts and no indexes (PostgreSQL example)
SELECT
schemaname,
relname AS table_name,
n_live_tup AS row_count,
pg_size_pretty(pg_total_relation_size(relid)) AS total_size,
seq_scan AS sequential_scans,
idx_scan AS index_scans
FROM
pg_stat_user_tables
WHERE
n_live_tup > 100000
AND idx_scan = 0
ORDER BY
n_live_tup DESC;
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This query identifies tables with heavy read traffic that lack proper index coverage, a common cause
of application performance degradation.

2. Advanced SQL Forensics Toolset

To trace data lineages, rebuild broken hierarchies, and identify duplicate entities across millions of
rows, the FDE relies on advanced SQL constructs.

1. Hierarchical Extraction with Recursive CTEs

In enterprise architectures, hierarchies (like corporate divisions, ledger hierarchies, or reporting
structures) are often stored in flat tables using parent-ID models with missing constraints. An FDE
uses recursive Common Table Expressions (CTEs) to rebuild these trees and detect loops.
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-- Rebuild hierarchical reporting structures and identify circular loops
WITH RECURSIVE org_tree AS (
-- Anchor member: Select root managers
SELECT
employee_id,
manager_id,
first_name,
last_name,
1 AS depth,
ARRAY[employee_id] AS path,
FALSE AS is_cycle
FROM
employees
WHERE
manager_id IS NULL

UNION ALL

-- Recursive member: Join child rows to parent tree
SELECT
e.employee_id,
.manager_id,
.first_name,
.last_name,
.depth + 1 AS depth,
.path || e.employee_id AS path,
.employee_id = ANY(t.path) AS is_cycle

® &+ ~+ d® D ®

FROM
employees e
INNER JOIN
org_tree t ON e.manager_id = t.employee_id
WHERE
NOT t.is_cycle
)
SELECT
employee_id,
manager_id,
first_name,
last_name,
depth,
path,
is_cycle
FROM
org_tree
ORDER BY
path;
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This script extracts the entire hierarchy, traces the reporting path of each node, and flags circular

relationships ( is_cycle ) that would break standard reporting logic.

2. Window Functions for Data Deduplication

Enterprise data often contains duplicate rows caused by failed ingestion attempts. Standard DISTINCT

calls are too blunt for this issue. FDEs use analytic window functions to partition records and isolate

the newest, most complete entry.

PARTITION: Customer_A

Row 1l: 2026-05-20 | Active | row_numbep=1

Row 2: 2026-05-19 | Pending | row_number=]

Row 3: 2026-05-18 | Draft | row_numbers3

PARTITION: Customer_B
Row 1l: 2026-05-20 | Active | row_numbef=
Row 2: 2026-05-15 | Inactive| row_number=3
Row 3: 2026-05-10 | Created | row number=]

-- Isolate the most recent record per customer partition

WITH ranked_records AS (
SELECT
record_id,
customer_id,
status,
updated_timestamp,
row_number() OVER (
PARTITION BY customer_id

ORDER BY updated_timestamp DESC, record_id DESC

) as row_num
FROM
customer_history

)
SELECT
record_id,
customer_id,
status,
updated_timestamp
FROM
ranked_records
WHERE

row_num = 1;

By partitioning by the unique identifier ( customer_id ) and sorting by time (updated_timestamp ), we

isolate the latest state of each entity, discarding previous revisions.
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3. Query Optimization & Execution Plan Analysis

When querying tables with hundreds of millions of rows, an unoptimized join will crash the database
engine or time out. FDEs analyze execution plans to diagnose query bottlenecks.

Interpreting execution plans (EXPLAIN ANALYZE)

FDEs prepend EXPLAIN ANALYZE to queries to review the planner's decisions.

EXPLAIN (ANALYZE, BUFFERS, COSTS OFF)
SELECT
c.customer_name,
SUM(o.order_amount)

FROM
orders o
JOIN
customers ¢ ON o.customer_id = c.customer_id
WHERE
o.order_date = '2026-01-01'
GROUP BY

c.customer_name;

Diagnostic Indicators:

e Sequential Scan (Seq Scan): Indicates the database engine is reading every page of a table from
disk. If a table has millions of rows and the scanner hits a Seq Scan on a filter field, an index is
missing.

e Hash Join vs. Nested Loop: For large datasets, a Hash Join is preferred. A Nested Loop with high
loop counts indicates a missing index on the join key.

o Buffers (Shared Hit/Read): Shows how many data pages were read from memory cache ( Hit ) vs.
disk ( Read ). High disk read counts suggest configuration adjustments or index enhancements are
required.

Summary

Data audits are the foundation of any enterprise software deployment. By querying database catalogs,
using recursive queries to rebuild hierarchies, and applying window partitioning to clean duplicates,
FDEs establish a reliable data foundation for the platform.
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Chapter 4: Modern Data Architectures in Practice

Once legacy schemas are audited and structured, the FDE must design a scalable data architecture to
process and serve this data. In the enterprise world, scaling is not just about choosing a larger server.
It requires selecting the right storage patterns—such as Star Schemas versus One Big Table (OBT)—
designing ingestion pipelines using the Medallion Architecture, handling computational bottlenecks
like data skew, and implementing data quality testing.

This chapter dissects these modern data architectures, provides a complete PySpark script to resolve
data skew using salting, and details dbt configurations for validating data quality.

1. Storage Layouts: Star Schema vs. One Big Table (OBT)

Choosing the correct storage layout determines the performance and cost of downstream analytics
and Al applications.

1. The Star Schema (Dimensional Modeling)

Developed by Ralph Kimball, the Star Schema separates business data into:

* Fact Tables: Large tables containing quantitative metrics (e.g., transactions, logs).

* Dimension Tables: Smaller tables containing descriptive attributes (e.g., customer details, store
locations).

* Pros: Maximizes storage efficiency by reducing redundancy; easy for business analysts to
understand.

* Cons: Requires complex SQL joins ( J0IN) at query time, which can slow down modern column-
oriented cloud warehouses.

2. One Big Table (OBT)

In modern cloud data warehouses (like BigQuery or Snowflake), storage is inexpensive, but join
computations are expensive. OBT denormalizes facts and dimensions into a single wide table.

* Pros: Eliminates join overhead entirely, resulting in sub-second query latency for large datasets.

* Cons: High storage duplication; updating a single dimension attribute requires modifying millions of
rows.

2. The Medallion Architecture

To process raw enterprise files into clean data tables, FDEs implement the three-tier Medallion
Architecture.

Confidential - For Review Only Page 18 of 61



FORWARD DEPLOYED ENGINEERING HANDBOOK

BRONZE LAYER SILVER LAYER
Raw Sources
Raw Ingestion Cleaned & Enriched Business Views
CSV / DB Logs
Append-Only / History Deduplicated / Conformed Aggregated / BI Ready

1. Bronze (Raw Ingestion): An append-only repository containing the exact structure of source files.
It retains historical records and preserves audit capability.

2. Silver (Enriched & Validated): Data is cleaned, typed, deduplicated, and conformed to core
schemas. It serves as the primary query target for analytical engines.

3. Gold (Business Ready): Highly aggregated, analytical tables partitioned by business keys. It feeds
dashboards and Al agent memory blocks.

3. Computational Scaling: Resolving Data Skew in PySpark

When processing data at scale in Spark or Ray, an FDE will frequently encounter data skew. Skew
occurs when a single partition key (e.g., a generic customer ID like NULL or a default tenant key o)
contains significantly more rows than other keys.

During a join or aggregation, Spark shuffles all rows sharing a key to a single executor. The executor
handling the skewed key runs out of memory (OOM) or takes hours to complete, leaving other
executors idle.

An FDE resolves data skew using salting—prepending a random integer to the join keys to distribute
the skewed values across multiple partitions, joining them against an exploded dimension table.
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# Spark Salting implementation to resolve executor OOM bottlenecks
import random
from pyspark.sql import SparkSession

from pyspark.sql import functions as F

spark = SparkSession.builder \
.appName("FDE-Salting-Demo") \
.config("spark.sql.shuffle.partitions", "200") \
.getOrCreate()

# Mock skewed fact dataset (e.g., millions of transaction records)

fact_df = spark.createDataFrame([
("UNKNOWN", 10.5), ("UNKNOWN", 25.0), ("UNKNOWN", 100.2), # Skewed keys
("CusT_01", 50.0), ("CUST_02", 75.5)

1, ["customer_id", "amount"])

# Mock dimension dataset (customer descriptive labels)
dim_df = spark.createDataFrame([

("UNKNOWN", "Guest Customer"),

("CUST_01", "Enterprise Tier A"),

("CUST_02", "Enterprise Tier B")
1, ["customer_id", "customer_name"])

# Number of salt bins to split the skewed partition
SALT_BINS = 4

# Step 1: Prepend random salt to the fact table
salted_fact_df = fact_df.withColumn(

"salt",

F.floor(F.rand() * SALT_BINS)
).withColumn(

"join_key",

F.concat(F.col("customer_id"), F.lit("_"), F.col("salt"))

# Step 2: Explode the dimension table to match salted keys
salted_dim_df = dim_df.withColumn(

"salts",

F.array([F.l1it(i) for i in range(SALT_BINS)])
).withColumn(

"salt",

F.explode("salts")
).withColumn(

"join_key",

F.concat(F.col("customer_id"), F.lit("_"), F.col("salt"))

# Step 3: Perform join using the salted keys
joined_df = salted_fact_df.join(
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salted_dim_df,
on="join_key",
how="inner"

).select(
salted_fact_df["customer_id"],
salted_dim_df["customer_name"],
F.col("amount")

joined_df.show(truncate=False)

Adding the salt value distributes the uNknowN rows across multiple executors, preventing OOM issues
and balancing cluster usage.

4. Data Quality Testing: Operational Safeguards with dbt

An FDE cannot assume that incoming data will remain clean. They must implement testing pipelines to
act as circuit breakers, stopping processing if data quality fails.

Schema Validation & Assertion Tests (dbt schema.yml)

Using dbt, FDEs configure assertion tests directly within their project manifests to validate data
models during processing.
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version: 2

models:
- name: silver_customers
description: "Deduplicated and validated customer directory"
columns:
- name: customer_id
description: "Primary key"
tests:
- unique
- not_null
- name: email_address
description: "Customer email contact"
tests:
- not_null
- relationships:
to: ref('bronze_raw_customers')
field: raw_email
- name: lifecycle_status
description: "Customer lifecycle tier"
tests:
- accepted_values:
values: ['lead', 'active', 'inactive', 'churned']

Running dbt test validates these rules. If a column contains unacceptable values or null values in
primary keys, the pipeline halts immediately, preventing bad data from corrupting downstream gold
datasets or Al memory blocks.

Summary

Designing data architectures requires balancing scale, computing efficiency, and data quality. By
utilizing denormalized OBT layouts for high-performance querying, structuring pipelines using the
Medallion pattern, salting to prevent Spark data skew, and configuring dbt assertions, FDEs establish
robust data architectures that scale reliably in production.
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Chapter 5: Hybrid Cloud Networking and Landing
Zones (GCP)

Deploying enterprise data platforms inside client infrastructure requires a deep understanding of
network security and cloud landing zones. Large organizations rarely allow external software to run
on public endpoints or connect directly to their databases over open channels. Instead, they require
deployments to run within private subnets, connect to legacy systems via secure tunnels, and restrict
cloud resource access using least-privilege identity mappings.

This chapter details the GCP landing zone architecture—specifically Shared VPC topologies and GKE
private clustering—and provides complete Terraform manifests for provisioning these secure cloud
infrastructures.

1. Landing Zone Topology: Shared VPC

In enterprise setups, network administration is separated from application deployments. Network
resources (VPCs, subnets, firewall rules) are managed in a central Host Project, while applications run
in separate Service Projects that access the shared networks.

HOST PROJECT (Network Admin) SERVICE PROJECT (App Deployment)

Shared VPC (10.0.0.0/16)

Share Subnets Private GKE Cluster

—> Nodes bound to Host Subnets

Control Plane on Private IP

GKE Subnet Services Subnet
10.100.0.0/20 10.200.0.0/20

Shared VPC Benefits

1. Network Auditing: Centralizes firewall management inside the Host Project, allowing the client's
network security team to audit traffic without blocking application development in the Service
Project.

2. Access Control: Isolates GKE clusters and databases from the public internet. External incoming
connections are directed through managed landing zones like Cloud Interconnect or Private
Service Connect (PSC).
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2. Infrastructure as Code: Provisioning Secure Environments

To ensure landing zones are consistent and reproducible, FDEs declare all configurations in

Infrastructure as Code (laC) using Terraform.

1. Host Project Network Configuration

Below is the configuration for establishing a Shared VPC and subnets in the Host Project.

# host_network.tf

provider "google" {
project = var.host_project_id
region = var.region

}

resource "google_compute_network" "shared_vpc" {
name = "shared-vpc-network"

auto_create_subnetworks = false

resource "google_compute_subnetwork
name = "gke-private-subnet"
"10.100.0.0/20"

ip_cidr_range

network = google_compute_network.shared_vpc.id

region = var.region
private_ip_google_access = true

secondary_ip_range {
range_name = "gke-pods-range"
ip_cidr_range = "172.16.0.0/16"
}

secondary_ip_range {
range_name = "gke-services-range"
ip_cidr_range = "172.17.0.0/20"

}

2. Private GKE Cluster Configuration

gke_subnet" {

Below is the configuration for provisioning the GKE private cluster in the Service Project, binding it to

the Host Project's shared subnets.
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# service_gke.tf

provider "google" {
project = var.service_project_id
region = var.region

}

resource "google_container_cluster" "private_cluster" {
name = "fde-private-gke-cluster"

location = var.region

# Bind cluster to the Host Project's Shared Subnet
network = "projects/${var.host_project_id}/global/networks/${google_compute_network.she
subnetwork = "projects/${var.host_project_id}/regions/${var.region}/subnetworks/${google_c

# Enable private nodes and private control plane endpoint
private_cluster_config {
enable_private_nodes = true

true
"172.18.0.0/28"

enable_private_endpoint
master_ipv4_cidr_block

ip_allocation_policy {
cluster_secondary_range_name = "gke-pods-range"
services_secondary_range_name = "gke-services-range"

# Enable Workload Identity for secure token mappings
workload_identity_config {

workload_pool = "${var.service_project_id}.svc.id.goog"
}
node_config {
machine_type = "e2-standard-4"
metadata = {
disable-legacy-endpoints = "true"
}

3. Secure Identity Mapping: Workload Identity

Inside client environments, static credential files (like JSON service account keys) represent a
significant security vulnerability. If a key file is committed to a git repository or leaked, unauthorized
users gain access to client cloud resources.
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FDEs avoid key files by implementing GCP Workload Identity. This feature maps Kubernetes service
accounts (KSAs) inside GKE directly to Google Cloud service accounts (GSAs), authorizing pods to
access cloud APIs (like BigQuery or Vertex Al) using short-lived access tokens.

# workload_identity.tf
resource "google_service_account

platform_gsa" {
project = var.service_project_id

account_id = "fde-data-processor-gsa"
display_name

}

"GSA for data processor app"

# Allow Kubernetes service account to impersonate GSA

resource "google_service_account_iam_member" "workload_identity_binding" {
service_account_id = google_service_account.platform_gsa.name

role

"roles/iam.workloadIdentityUser"

member "serviceAccount:${var.service_project_id}.svc.id.goog[fde-namespace/c

Kubernetes Service Account Mapping Manifest

Inside the GKE cluster, the FDE configures the Kubernetes Service Account manifest to reference the
GSA.

apiVersion: vi1
kind: ServiceAccount
metadata:
name: data-processor-ksa
namespace: fde-namespace
annotations:
# Map Kubernetes service account directly to GSA
iam.gke.io/gcp-service-account: "fde-data-processor-gsaaservice-project-id.iam.gservice:

Any pod running under the data-processor-ksa account can call Google Cloud APIs without requiring
static credentials or JSON key files.

Summary

Establishing a secure landing zone is key to deploying applications in enterprise environments. By
configuring Shared VPC networks, deploying private GKE clusters, and mapping credentials using
Workload Identity, FDEs build secure cloud architectures that comply with enterprise security
requirements.
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Chapter 6: High-Security Perimeters and Compliance
(VPC SC)

In the enterprise world, identity access management (IAM) is not considered a sufficient security
control on its own. If a compromised credential or misconfigured IAM policy allows access, sensitive
data can still be exfiltrated to unauthorized locations on the public internet. For high-security
environments, such as banking or healthcare, organizations implement physical and logical service
boundaries.

In Google Cloud, this is achieved using VPC Service Controls (VPC SC). VPC SC establishes a
security perimeter around sensitive APIs (like Cloud Storage, BigQuery, and Vertex Al) to prevent data
from crossing the network boundary, even if a user has full admin credentials.

This chapter dissects the mechanics of VPC SC, provides a complete Terraform manifest to establish
a security perimeter, and outlines troubleshooting playbooks for resolving boundary violations.

1. VPC Service Controls: Security Perimeters

VPC SC acts as an API-level firewall. When an API is protected by a perimeter, calls to that API are
blocked unless the request originates from within the perimeter or is explicitly permitted by an ingress

policy.

VPC SERVICE CONTROLS PERIMETER

OUTSIDE INTERNET
Service Project Protected Google APIs
BLOCKED by VPC-SC
Compromised Key or

Public API Request

Private GKE Cluster q q
bigquery.googleapis.com

Authorized VM nodes q
storage.googleapis.com

vertexai.googleapis.com

Core Mechanisms of VPC SC

1. Restricted Services: The list of Google Cloud APIs (like bigquery.googleapis.com) that are
protected by the perimeter. Once added, calls to these services from outside the perimeter are
blocked by default.
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2. Access Levels: Define conditions (such as client source IPs or corporate device states) under
which requests originating outside the perimeter are allowed.

3. Ingress and Egress Rules: Explicit rules governing communication across the perimeter boundary.
Ingress rules define who can access resources inside the perimeter from outside, while Egress
rules define what data can be sent outside the perimeter.

2. Infrastructure as Code: Terraform Security Perimeter Manifests

Establishing a VPC Service Controls perimeter requires configure Access Context Manager resources.
Because VPC SC configuration errors can block API access across an entire organization, these
settings should be managed using Terraform.

Terraform Perimeter Configuration

Below is a complete manifest establishing an Access Context Manager policy, access level, and
service perimeter protecting BigQuery, Cloud Storage, and Vertex Al.
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# vpc_service_controls.tf

# Access Context Manager Policy (Organization Level)

resource "google_access_context_manager_access_policy" "org_policy" {
parent = "organizations/${var.org_id}"
title = "fde-security-policy"

# Access Level permitting entry from secure client CIDRs
resource "google_access_context_manager_access_level" "corporate_ips" {
parent = google_access_context_manager_access_policy.org_policy.name

name = "accessPolicies/${google_access_context_manager_access_policy.org policy.name}/ac
title = "Corporate IP Range Access"
basic {

conditions {
ip_subnetworks = ["192.168.100.0/24", "10.0.10.0/24"]

# The Service Perimeter protecting BigQuery, Cloud Storage, and Vertex AI
resource "google_access_context_manager_service_perimeter" "security_perimeter" {
parent = google_access_context_manager_access_policy.org_policy.name

name = "accessPolicies/${google_access_context_manager_access_policy.org policy.name}/se¢
title = "FDE High-Security Perimeter"
status {

# Service projects enclosed within the perimeter
resources = ["projects/${var.service_project_number}"]

# Services protected by the perimeter

restricted_services = [
"bigquery.googleapis.com",
"storage.googleapis.com",
"vertexai.googleapis.com"

# Ingress policy permitting read access from the Access Level
ingress_policies {
ingress_from {
identity_type = "ANY_IDENTITY"
sources {
access_level = google_access_context_manager_access_level.corporate_ips.name

}

ingress_to {
resources = ["x"
operations {
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service_name = "storage.googleapis.com"
method_selectors {
method = "google.storage.objects.get"

3. Perimeter Troubleshooting & Dry-Run Diagnhoses

When a request violates a VPC SC boundary, the cloud provider blocks the API call and returns a
generic 403 Forbidden error. This can block applications and disrupt operations. FDEs use a
structured troubleshooting playbook to diagnose and resolve these violations.

1. Active vs. Dry-Run Mode

When deploying a perimeter, FDEs configure it in Dry-Run Mode first. In dry-run mode, violations are
logged in Cloud Logging but the API calls are not blocked, allowing the FDE to test and refine the
configuration before enforcing the boundary.

2. Querying Audit Logs for VPC SC Violations

When an API call is blocked, the FDE queries Cloud Logging inside the Host Project using a specific
filter to isolate the violation metadata.

-- Cloud Logging filter to isolate VPC-SC violations

resource.type="audited_resource"

protoPayload.status.code=7
protoPayload.metadata."@Qtype"="type.googleapis.com/google.cloud.audit.VpcServiceControlsAudi

Reading the Violation Metadata payload:

e callerIp: The IP address from which the blocked request was made.
e serviceName : The targeted Google API (e.g., bigquery.googleapis.com).

e violationReason : Explains why the call was blocked (such as NO_MATCHING_ACCESS_LEVEL or
RESOURCES_NOT_IN_SAME_SERVICE_PERIMETER ).

e egressViolationInfo : If the block was caused by an egress policy violation, this section identifies
the target project to which the data was being sent.

Using this metadata, the FDE updates the perimeter's ingress or egress policies to permit the required
traffic before enforcing the boundary.
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Summary

VPC Service Controls are essential for securing enterprise data workloads. By configuring security
perimeters, defining precise ingress/egress rules, and analyzing Cloud Logging metadata to
troubleshoot violations in dry-run mode, FDEs build secure cloud architectures that comply with
enterprise security requirements.
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Chapter 7: Enterprise RAG (Retrieval-Augmented
Generation) Blueprint

Applying generative Al to enterprise datasets requires a robust retrieval architecture. Simply feeding
thousands of PDF files into an LLM context window results in poor response accuracy, high token
costs, and context window exhaustion. To scale LLM systems, FDEs deploy Retrieval-Augmented
Generation (RAG) systems.

A production-grade enterprise RAG system must handle complex, multi-modal documents (such as
PDFs containing tables, diagrams, and scanned text), execute fast searches across millions of records
using hybrid retrieval methodologies, and run securely within private networking boundaries.

This chapter outlines the enterprise RAG architecture, provides a complete Python script for
document ingestion using LlamaParse, details hybrid retrieval using dense vector search and sparse
BM25 retrieval, and implements the Reciprocal Rank Fusion (RRF) algorithm.

1. Hybrid Search Architecture

To ensure high retrieval recall and precision, enterprise RAG platforms combine two distinct search
methodologies:

1. Dense Vector Search (Semantic Retrieval): Uses deep learning embeddings (e.g., from Vertex Al
text-embeddings API) to capture semantic meaning. It excels at finding conceptually similar matches
even if the query uses different words.

2. Sparse Retrieval (Keyword Matching): Uses statistical keyword matching (e.g., BM25). It excels at
matching exact product codes, acronyms, and unique serial numbers that vector embeddings might
miss.

Dense Embeddings Search

Vector Index (Semantic)

User Query Reciprocal Rank Fusion (RRF)

"GKE PSC setup" & Cross-Encoder Reranking
Outputs Top-K Context chunks

Sparse BM25 Search

Lucene / Elasticsearch (Keyword)
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The results of these two pipelines are merged using Reciprocal Rank Fusion (RRF), which recalculates
relevance ranks, and sorted using a Cross-Encoder Reranker model before being sent to the LLM.

2. Ingestion & Document Parsing with LlamaParse

Enterprise documents (like PDF manuals and system specifications) frequently contain tables and
two-column layouts. Standard text splitters read tables row-by-row, which destroys table cell
relationships. FDEs resolve this by using LlamaParse to extract documents as structured Markdown,
preserving tables in clean Markdown formatting.

Below is a complete Python script for parsing PDFs, splitting markdown content, and generating
embeddings using Vertex Al.
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# ingestion_pipeline.py

import os

from 1lama_parse import LlamaParse

from langchain.text_splitter import MarkdownTextSplitter
from google.cloud import aiplatform

from google.cloud.aiplatform.models import Prediction

def initialize_vertex_ai(project_id, location):
aiplatform.init(project = project_id, location = location)

def parse_pdf_to_markdown(file_path, api_key):
# Configure LlamaParse to extract structured Markdown tables
parser = LlamaParse(
api_key=api_key,
result_type="markdown",
verbose=True,
language="en"
)
documents = parser.load_data(file_path)
return documents[0].text

def split_markdown_content(markdown_text):
# Split text using markdown boundary rules (headers, lists)
text_splitter = MarkdownTextSplitter(
chunk_size=1000,
chunk_overlap=150
)
chunks = text_splitter.split_text(markdown_text)
return chunks

def generate_vertex_embeddings(texts, project_id):
# Generate dense vector embeddings using Vertex AI text-embeddings API
from vertexai.language_models import TextEmbeddingModel

model = TextEmbeddingModel.from_pretrained("text-embedding-004")
embeddings = model.get_embeddings(texts)
return [e.values for e in embeddings]

# Execution Demonstration
if _name__ = "_main__":
API_KEY = os.environ.get("LLAMA_CLOUD_API_KEY", "mock_key")

PROJECT_ID = "service-project-id"

# 1. Parse document
print("Parsing enterprise PDF specs...")
raw_md = parse_pdf_to_markdown("specs.pdf", API_KEY)

# 2. Split text
print("Splitting Markdown content into chunks ... ")
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chunks = split_markdown_content(raw_md)

# 3. Generate embeddings

print("Generating dense embeddings using Vertex AI...")

embeddings = generate_vertex_embeddings(chunks[:3], PROJECT_ID)

print(f"Generated {len(embeddings)} vectors. Vector dimensions: {len(embeddings[@]1)}")

3. Merging Search Results: Reciprocal Rank Fusion (RRF)

Reciprocal Rank Fusion (RRF) combines search results from multiple pipelines (dense vector search
and sparse BM25 keyword matching) without requiring normalized search scores.

The RRF score for a document $d \in D$ is calculated as:

$$RRF_Score(d) = \sum_{m \in M} \frac{1}{k + r_m(d)}$$

Where $r_m(d)$ is the rank of document $d$ in search pipeline $m$ (1-indexed), and $k$ is a
constant (typically set to 60) that reduces the impact of low-ranked outliers.

Below is the Python implementation of the RRF algorithm.

Confidential - For Review Only Page 35 of 61



FORWARD DEPLOYED ENGINEERING HANDBOOK

# reciprocal_rank_fusion.py

def reciprocal_rank_fusion(dense_results, sparse_results, k=60):

Combines search results from dense and sparse pipelines.

dense_results: Ordered list of document IDs from vector search.
sparse_results: Ordered list of document IDs from BM25 keyword search.

rrf_scores = {}

# Process dense vector search results
for rank, doc_id in enumerate(dense_results, start=1):
if doc_id not in rrf_scores:
rrf_scores[doc_id] = 0.0
rrf_scores[doc_id] += 1.0 / (k + rank)

# Process sparse keyword search results
for rank, doc_id in enumerate(sparse_results, start=1):
if doc_id not in rrf_scores:
rrf_scores[doc_id] = 0.0
rrf_scores[doc_id] += 1.0 / (k + rank)

# Sort documents by their calculated RRF score in descending order
sorted_docs = sorted(rrf_scores.items(), key=lambda item: item[1], reverse=True)
return sorted_docs

# Verification Execution
if __name__ = "_ main__":
# Mock doc IDs returned by the search pipelines
dense_hits = ["doc_A", "doc_B", "doc_C", "doc_D"]

sparse_hits = ["doc_C", "doc_A", "doc_E", "doc_F"]

fused_results = reciprocal_rank_fusion(dense_hits, sparse_hits, k=60)
print("Fused Results (Doc ID, RRF Score):")
for doc, score in fused_results:

print(f" - {doc}: {score:.5f}")

In this scenario, doc_C and doc_A rank highly because they were retrieved by both search pipelines,
ensuring the most relevant context is prioritized.

Summary

Production-grade RAG systems require robust document ingestion pipelines and precise search
mechanics. By using LlamaParse to extract structured tables, combining vector search with keyword
matching using Reciprocal Rank Fusion, and securing connections within VPC SC boundaries, FDEs
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build scalable RAG architectures that deliver accurate, secure context retrieval for enterprise
applications.
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Chapter 8: Multi-Agent Orchestration & Custom
Tools

Single-prompt LLM interactions are insufficient for executing complex, multi-step enterprise
workflows. If an application must audit a database table, generate a reconciliation report, and email
the results to a department manager, a single LLM call will struggle to plan and execute these actions
reliably. FDEs resolve this by deploying Multi-Agent Systems.

In a multi-agent architecture, complex operations are broken down into specialized agents (e.g., a
Database Query Agent, a Data Validation Agent, and a Reporting Agent) that collaborate. These
agents use custom tools to interact with external APIs, maintain shared state, and handle execution
errors dynamically.

This chapter details the multi-agent architectural patterns, provides a complete LangGraph Python
implementation of a cooperative agent loop, and outlines error-handling strategies.

1. Multi-Agent Collaboration Topology

In production systems, agents coordinate using a Supervisor-Worker or Peer-to-Peer Network
topology. Under the Supervisor model, a central supervisor agent receives user input, delegates sub-
tasks to specialized worker agents, collects their findings, and returns the final output.

Database Agent (Executes SQL)

7 \ Tool: postgres_query

SUPERVISOR AGENT

Plans execution steps Validation Agent (dbt schema check)

User Goal Delegates sub-tasks

Tool: dbt_assert runner

State Coordinator

Notification Agent (Slack / Pager)

Tool: pager_dispatch

Managing communications between these nodes requires a formal framework. Using LangGraph
allows the FDE to define agent states as cyclic graphs, preventing infinite loops while enabling
structured state validation at each transition.
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2. Multi-Agent Programming: Cooperative State Machines

Below is a complete Python script implementing a multi-agent system using state management
patterns. It demonstrates a supervisor agent orchestrating a database retrieval agent and a
verification agent to process customer queries.
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# multi_agent_orchestrator.py
from typing import Dict, TypedDict, List
import json

# Define the shared state dictionary passed between agents
class AgentState(TypedDict):

original_query: str

sql_query: str

query_result: List[Dict]

validation_status: str

final_answer: str

errors: List[str]

# Define worker tools

def execute_sql_tool(state: AgentState) — AgentState:
print("\n[DB Agent] Reviewing query schema...")
query = state.get("sql_query", "")

# Simple query parsing to prevent sql injection vulnerabilities

if "DROP" in query.upper() or "DELETE" in query.upper():
state["errors"].append("Unauthorized SQL instruction blocked.")
state["validation_status"] = "FAILED"
return state

# Mock database retrieval action
print(f"[DB Agent] Querying: {query}")
state["query_result"] = [
{"customer_id": "CUST_01", "balance": 50000},
{"customer_id": "CUST_02", "balance": 12000}
1
state["validation_status"] = "PENDING_VALIDATION"
return state

def validate_results_tool(state: AgentState) — AgentState:
print("\n[Validator Agent] Auditing query output values...")
results = state.get("query_result", [])

# Assert validation rules on payload fields
for row in results:
if row.get("balance", 0) < 0:
state["errors"].append(f"Invalid record detected: Negative balance for {row.get(
state["validation_status"] = "FAILED"
return state

state["validation_status"] = "PASSED"
return state

# Supervisor Controller (Routing Logic)
def run_orchestrator(query: str):
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# Initialize the shared state
state: AgentState = {
"original_query": query,
"sql_query": "SELECT customer_id, balance FROM accounts WHERE balance > 10000",
"query_result": [],
"validation_status": "START",

"final_answer": ,
"errors": []

# Step 1: Trigger Database Retrieval Agent

state = execute_sql_tool(state)

if "FAILED" in state["validation_status"]:
print(f"[Supervisor] Processing halted: {state['errors'][-11}")
return

# Step 2: Trigger Validation Agent

state = validate_results_tool(state)

if state["validation_status"] = "FAILED":
print(f"[Supervisor] Processing halted: {state['errors'][-11}")
return

# Step 3: Format final response
if state["validation_status"] = "PASSED":
state["final_answer"] = f"Audited {len(state['query_result'])} customer records. Val
print(f"\n[Supervisor] Process Complete: {state['final_answer']}")
if _name_ = "_main__":
run_orchestrator("Find all balances exceeding 10000")

3. Error Handling and Token Optimization

Production-grade agent frameworks must implement strategies to manage operational costs and
ensure resilience.

1. Handling Tool Exceptions (Self-Healing)

If a database query fails because of a missing comma or incorrect column name, the Agent should not
crash. Instead, the exception message should be fed back into the agent's context, allowing the LLM
to inspect the database schema, correct the syntax, and retry the execution.

[Agent] Executing SQL — [DB Engine] Error: column 'cust_name' does not exist
[Supervisor] Feed error to context — [Agent] "Ah, the column name is 'customer_name'. Let n
[Agent] Executing corrected SQL — [DB Engine] Success
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2. Token Conservation and Context Window Management

As agents run in loops, their prompt histories grow quickly, increasing token costs and causing latency
to escalate. FDEs manage context windows using two techniques:

* Message Truncation: Dropping intermediate tool execution outputs from the context window once
their results have been summarized.

* Semantic Summary Memory: Condensing historical execution steps into a single paragraph
summary at regular intervals, keeping the active context window small.

Summary

Multi-agent coordination is necessary for executing complex enterprise workflows. By structuring
agent loops as state machines, parsing tool errors for self-healing, and implementing context
conservation strategies, FDEs build resilient, cost-effective agent systems that run reliably in
production.
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Chapter 9: Evaluation and Verification of LLM
Systems

Unlike traditional software systems where outputs are deterministic, generative Al applications are
probabilistic. An agent prompt that works perfectly today may produce incorrect outputs tomorrow
due to model updates, changes in retrieval context, or variations in user input. In enterprise settings,
deploying Al without continuous validation represents a significant risk.

To manage this, FDEs implement a dual-loop evaluation framework: an Inner Loop for developer
validation during prototyping, and an Outer Loop for automated validation of production logs.

This chapter details the two-loop evaluation methodology, outlines key RAG metrics, provides a
complete Python implementation of an LLM-as-a-judge evaluation suite, and explains the AutoSxS
(Side-by-Side) pattern.

1. The Two-Loop Evaluation Lifecycle

To ensure Al applications perform reliably from prototype to production, FDEs deploy evaluation
pipelines across two cycles:

INNER LOOP (Developer Evaluation) OUTER LOOP (Production Guardrails)

‘ Test-driven development (Golden Dataset) ’ ‘ Automated runbook audits (1000+ logs) ’

Release

—

‘ Ad-hoc evaluations on 50+ queries ’ ‘ Continuous metric validation & alert thresholds ’

1. The Inner Loop (Development Time): Focuses on quick iteration. The developer tests changes
against a curated Golden Dataset (typically 50-100 high-priority query-context-response pairs)
using an evaluation script to verify that performance does not regress.

2. The Outer Loop (Production Time): Runs asynchronously in production. It samples live
conversation logs, passing them to an evaluation pipeline to monitor performance metrics at scale.
If metrics fall below defined thresholds, alert notifications are triggered.
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2. Core Metrics for RAG Systems

FDEs validate RAG applications using three key metrics:

1. Faithfulness (Groundedness): Measures whether the generated answer is derived only from the
retrieved context. It prevents the model from introducing outside information (hallucinations).
$$\text{Faithfulness} = \frac{\text{Number of statements in answer supported by context}}{\text{Total
number of statements in answer}}$$

2. Answer Relevance: Measures whether the generated response directly addresses the user's
query.

$$\text{Answer Relevance} = \text{Cosine Similarity}(\text{Embedding(Answer)},
\text{Embedding(Query)}) $$

3. Context Recall: Measures whether the retrieval pipeline successfully extracted all relevant
information needed to answer the query.

$$\text{Context Recall} = \frac{\text{Number of ground-truth statements found in retrieved context}}
{\text{Total number of ground-truth statements}}$$

3. Implementation: LLM-As-A-Judge Evaluation Suite

To automate evaluation at scale, FDEs use an LLM-as-a-Judge pattern. A highly capable model (like
Gemini 1.5 Pro) is configured with specific criteria prompts to analyze and score responses generated
by other models.

Below is a complete Python script implementing an LLM-as-a-judge pipeline to evaluate Faithfulness.
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# evaluation_suite.py

import json

import os

from google.cloud import aiplatform

from vertexai.generative_models import GenerativeModel

def get_judge_response(prompt: str) — str:
# Initialize the judge model (Gemini 1.5 Pro)
model = GenerativeModel("gemini-1.5-pro-002")
response = model.generate_content(prompt)
return response.text

# Define the judge evaluation prompt template
JUDGE_TEMPLATE = """

You are an expert system auditor. Analyze the provided Context and Answer, and evaluate the

[Context]
{context}

[Answer]
{answer}

Your task is to:

1. Extract all discrete statements made in the Answer.

2. For each statement, verify if it is directly supported by the Context.

3. Calculate the Faithfulness Score (supported statements divided by total statements).

Return your analysis ONLY as a valid JSON object matching this structure:

{H
"statements": [
{{
"statement": "The GKE subnet range is 10.100.0.0/20",
"supported": true,
"explanation": "Supported by the first sentence of the context."
+}
1,
"faithfulness_score": 1.0
1}

def evaluate_faithfulness(context: str, answer: str) — float:
formatted_prompt = JUDGE_TEMPLATE.format(context=context, answer=answer)
raw_response = get_judge_response(formatted_prompt)

try:
# Parse JSON output from the judge

clean_json = raw_response.strip().replace(
data = json.loads(clean_json)
return data.get("faithfulness_score", 0.0)

jSOI’l", ).replace("”“", uu)
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except Exception as e:
print(f"Error parsing judge response: {e}")
return 0.0

# Execution Demonstration
if _name__ = "_main__":
mock_context = (
"Shared VPC subnet is allocated at 10.100.0.0/20. "

"Workload Identity maps KSAs to GSAs without static json key files."

# Example 1: Grounded response (Faithful)

faithful_answer = "We use GKE Workload Identity to map KSAs to GSAs, which avoids json I
score_1 = evaluate_faithfulness(mock_context, faithful_answer)

print(f"Faithfulness Score 1: {score_1:.2f}")

# Example 2: Hallucinated response (Unfaithful)

hallucinated_answer = "Shared VPC subnet is allocated at 10.100.0.0/20 and connects to /
score_2 = evaluate_faithfulness(mock _context, hallucinated_answer)

print(f"Faithfulness Score 2: {score_2:.2f}")

4. The AutoSxS (Side-by-Side) Pattern

When upgrading a platform's underlying model (e.g., transitioning from Gemini 1.0 to Gemini 1.5), FDEs
use the AutoSxS (Auto Side-by-Side) pattern to validate the upgrade.

Instead of scoring responses in isolation, AutoSxS feeds the same query and context to both models
(Model A and Model B), and asks the judge model to compare their outputs directly, declaring a
winner and providing a detailed explanation.

AutoSxS Comparison Criteria

e Correctness: Which model's response matches the reference answer more accurately?
e Completeness: Did one model address parts of the query that the other missed?

e Conciseness: Did a model introduce unnecessary verbosity or filler text?

o Safety: Are both responses free of security and bias issues?

Running AutoSxS across a golden dataset provides a clear win-rate percentage, allowing the FDE to
verify model upgrades before deploying them to production.
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Summary

Generative Al applications require continuous validation to run reliably at scale. By implementing a
dual-loop evaluation framework, tracking key metrics like Faithfulness and Context Recall, using LLM-
as-a-judge pipelines to automate evaluations, and applying the AutoSxS pattern to validate model
upgrades, FDEs ensure their platforms deliver consistent, accurate results in production.
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Chapter 10: Case Study: Deploying a Secure Al
Platform

This chapter synthesizes the engineering patterns, security practices, and architectural decisions
discussed throughout this book into a single end-to-end case study. We follow the deployment of a
secure, production-grade enterprise Al and data platform for a global financial institution: Apex Global
Wealth.

We detail the landing zone design, database migrations, dbt transformations, RAG indexing pipelines,
multi-agent loops, and evaluation metrics, providing a comprehensive blueprint for enterprise
deployments.

1. Case Study Overview & System Architecture

Apex Global Wealth required an Al platform to analyze multi-million-row client portfolios, cross-
reference them with market research PDFs containing complex tables, and generate audit-ready
financial advice reports.

Operational Requirements

¢ Regulatory Compliance: All customer data must remain within a private cloud network. No data
can be sent to external APIs over the public internet, and cloud APIs must be protected by a
service perimeter.

e Accuracy Guarantee: Generative models must not hallucinate portfolio balances or transaction
records. Every statement in a generated report must be grounded in verified system data.

e Performance SLA: End-to-end report generation must complete in under 5 minutes, replacing a
manual process that takes up to 48 hours.
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VPC SERVICE CONTROLS SECURITY PERIMETER
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Service Project (Platform)
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Supervisor (State Machine)

KSA maps via GSA (WI)

~

Protected GCP APIs

BigQuery DWH

Medallion Gold Data

Vertex Al/ LLM

Gemini 1.5 & Vector

2. Step-by-Step Implementation Guide

An FDE deploys the Apex Global Wealth platform using a structured, step-by-step lifecycle workflow:

Step 1: Landing Zone Setup

Configure the Shared VPC, private GKE cluster, Access Context Manager policies, and Workload

Identity bindings using the Terraform configurations detailed in Chapters 5 and 6. This establishes the

secure foundation for the platform.

Step 2: Database Ingest and dbt Transformations

e The FDE uses dbt to extract raw, transaction-level records from the legacy database, load them

into the Bronze layer, and transform them into a clean Star Schema in the Silver layer.

e High-volume tables are structured and scaled using the PySpark data salting techniques detailed in

Chapter 4 to resolve executor processing bottlenecks.

e Before processing continues, dbt test assertions validate the schema and ensure no invalid data

is loaded.

Step 3: RAG Ingestion Pipeline

e Financial market research PDFs are parsed using LlamaParse, transforming tables and charts into

structured Markdown format.

e The parsed markdown chunks are vectorized using Vertex Al embeddings and indexed in Vertex Al

Vector Search to enable semantic retrieval.

Step 4: Multi-Agent Deployment

e The LangGraph multi-agent orchestrator is deployed on GKE nodes.

e The Supervisor Agent coordinates execution steps:

Confidential - For Review Only

Page 49 of 61



FORWARD DEPLOYED ENGINEERING HANDBOOK

e The Database Agent uses custom SQL tools to extract the relevant client's portfolio state.

e The RAG Agent queries the vector index using the hybrid search architecture (dense vector +
sparse BM25 merged via RRF) to retrieve the latest market insights.

e The Report Generator Agent synthesizes these inputs into the final advisory document.

Step 5: Continuous Evaluation Setup

The evaluation suite runs Faithfulness audits on generated reports. Reports that fail to meet defined
threshold scores are flagged and routed to a compliance queue for manual review before delivery.

3. Production Deployment Playbook & Configuration Blueprints

Below are the complete deployment configurations used to verify the platform's production readiness.

1. dbt Transformation Configuration

This dbt model transforms raw transactions into the conformed Silver-level fact table.
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-- models/silver/silver_portfolio_balances.sql
{{ config(
materialized="incremental',
unique_key="balance_id",
partition_by={
"field": "as_of_date",
"data_type": "date",
"granularity": "day"
}
) 1}

WITH raw_transactions AS (
SELECT * FROM {{ ref('bronze_raw_transactions') }}
{% if is_incremental() %}
WHERE transaction_timestamp > (SELECT MAX(transaction_timestamp) FROM {{ this }})
{% endif %}

),
cleaned_balances AS (
SELECT
MD5(CONCAT(customer_id, '|', transaction_date)) AS balance_id,

customer_id,
CAST(transaction_date AS DATE) AS as_of_date,
SUM(amount) OVER (
PARTITION BY customer_id
ORDER BY transaction_timestamp
ROWS BETWEEN UNBOUNDED PRECEDING AND CURRENT ROW
) AS current_balance,
transaction_timestamp AS last_updated_at
FROM

raw_transactions

SELECT * FROM cleaned_balances

2. GKE Deployment Manifest

This deployment manifest runs the LangGraph supervisor agent inside the private GKE subnet,
mapping access permissions via Workload Identity.
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# deployment.yaml
apivVersion: apps/vil
kind: Deployment
metadata:
name: fde-supervisor-deployment
namespace: fde-secure-platform
labels:
app: fde-supervisor
spec:
replicas: 3
selector:
matchLabels:

app: fde-supervisor

template:
metadata:

labels:
app: fde-supervisor

spec:

# Reference the KSA mapped to Workload Identity

serviceAccountName: data-processor-ksa

containers:

- name: platform-orchestrator
image: gcr.io/apex-global-wealth/fde-orchestrator:v1.2.0
ports:

- containerPort: 8080
env:
- name: PROJECT_ID
value: "apex-service-project”
- name: LOCATION
value: "us-centrall”
resources:
limits:
memory: "4Gi"
cpu: "2000m"
requests:
memory: "2Gi"
cpu: "1000m"
securityContext:
allowPrivilegeEscalation: false
readOnlyRootFilesystem: true
runAsNonRoot: true
runAsUser: 10001

This configuration ensures the application has sufficient memory to run the LangGraph orchestrator, is
secured using least-privilege run contexts, and has read-only root filesystem permissions to prevent
container manipulation.
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Summary

Deploying enterprise Al platforms requires integrating secure networking, structured data pipelines,
precise retrieval mechanisms, and continuous output validation. By synthesizing Shared VPC
networks, dbt transformations, hybrid search RAG architectures, and LangGraph multi-agent loops
into a unified, secure system, FDEs deliver robust, compliant Al solutions that meet enterprise
operational requirements.
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Chapter 11: Glossary & Bibliography

As a multidisciplinary field, Forward Deployed Engineering uses terminology spanning software
engineering, cloud network security, distributed systems, and consulting frameworks.

This final chapter serves as a reference manual, providing an FDE glossary and an annotated
bibliography of books, whitepapers, and documentation for further study.

1. The FDE Glossary

A2A (Agent-to-Agent Protocol)

An open, HTTP-based communication protocol designed by Google. It defines standard schemas for
agents to discover one another, transfer runtime context, route messages, and delegate sub-tasks
dynamically across distributed microservices.

Access Context Manager (ACM)

A Google Cloud service that defines attribute-based access control policies for protected resources.
ACM operates at the organization level, defining conditions based on IP range, device security state,
user identities, and geographic locations to permit or deny access to APIs.

Active Directory (AD) Integration

The process of linking enterprise software to a client's central user database (typically Microsoft
Active Directory or LDAP) for authentication and authorization. In FDE engagements, this involves
configuring SAML or OIDC plugins to handle secure Single Sign-On (SSO).

ADK (Agent Development Kit)

Google's open-source, code-first framework for building multi-agent systems. It provides software
engineering structures (classes, interfaces, dependency injection patterns) for managing agent
prompts, tools, and states.

Air-Gapped Environment

A high-security network design where servers have no physical or logical connection to the public
internet. Deployments in these environments require all dependencies (libraries, container images,
base models) to be pre-packaged and run locally.
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AutoSxS (Automated Side-by-Side)

A pairwise evaluation methodology where a high-performance model (e.g., Gemini 1.5 Pro) acts as a
judge, comparing the outputs of two distinct models/prompts against a defined rubric to calculate a
statistical win rate.

BM25 (Okapi BM25)

A ranking function used by search engines to estimate the relevance of documents to a given search
query. It is based on a probabilistic retrieval framework that scores matches based on term frequency
(TF) and inverse document frequency (IDF).

Bronze Zone
The initial ingestion layer in the Medallion Architecture. It stores raw, unmodified data streams (JSON,
CSV, or database change logs) in an immutable format to ensure complete data lineage.

Cloud Interconnect

A Google Cloud service providing high-bandwidth, low-latency physical connections between an
enterprise’s on-premises network and the GCP virtual network. It bypasses the public internet, routing
traffic over private fiber.

Cross-Encoder Reranker

A deep learning model that takes a query and a retrieved document together as a single input and
computes a relevancy score. Unlike Bi-Encoders, which evaluate query and document embeddings
independently, Cross-Encoders capture complex token interactions, yielding higher ranking precision
at the cost of higher latency.

dbt (Data Build Tool)

A development framework that enables data analysts and engineers to build, test, and document data
transformations inside SQL-based data warehouses. It treats SQL queries as models, managing
dependencies and executing transformations using standard software engineering principles.

dbt Incremental Model

A performance optimization pattern in dbt where only new or updated database rows are transformed
and inserted during a run, rather than rebuilding the entire table. It reduces runtime and cloud
resource consumption on large datasets.

dbt Test Assertion

An automated data validation rule defined in YAML that runs assertions against database columns
(e.g., checking for unique values, non-null values, or foreign key relationships) to verify data quality
during the build pipeline.

Confidential - For Review Only Page 55 of 61



FORWARD DEPLOYED ENGINEERING HANDBOOK

Dev vs. Delta

The architectural framework that splits software into the core, client-agnostic platform code
developed at headquarters (Dev) and the custom integration code written to deploy the platform at a
specific client site (Delta).

Egress Policy (VPC SC)

A firewall-style rule in Google Cloud VPC Service Controls that specifies which identities (service
accounts, users) can move data from protected services inside the security perimeter to external
projects or public storage.

Fenced Code Block

A markdown syntax pattern using triple backticks ( ~*) to define preformatted blocks of text,

typically source code. Markdown parsers render these blocks within
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* tags, preserving whitespace and escaping special HTML characters.

Gold Zone

The final consumption layer in the Medallion Architecture. It stores highly structured, pre-

Groundedness (Faithfulness)

A quality metric for LLMs. It measures the degree to which a model's output is based only or

Hybrid Search

A search pipeline that combines dense vector search (capturing semantic intent) and sparse

Ingress Policy (VPC SC)

A security rule in VPC Service Controls specifying under what conditions (e.g., source IP, ¢

LangGraph

An orchestration library designed for building stateful, multi-agent systems as cyclic grapt

LlamaParse

A document parsing service optimized for converting unstructured PDFs, manuals, and scanned

MECE

Mutually Exclusive, Collectively Exhaustive. A structured problem-solving framework that di\
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One Big Table (OBT)

A data modeling pattern where all dimension columns are flattened into a single, massive tat

Private Service Connect (PSC)

A Google Cloud networking service that allows private consumption of services across VPC net

Pyramid Principle

A communication framework pioneered by Barbara Minto. It dictates that communication should

Reciprocal Rank Fusion (RRF)

An algorithm used in hybrid search pipelines. It combines the ranked results of multiple se:

Salting

A distributed computing optimization technique to resolve data skew. It appends a random int

Shared VPC

A networking feature in Google Cloud that allows an organization to associate multiple proje

Shuffle Partitioning

The process in distributed computing (such as Spark or MapReduce) where data is redistribute

Silver Zone
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The processing layer in the Medallion Architecture. It cleans, types, schema-enforces, and c

VPC Service Controls (VPC SC)

A Google Cloud security service that defines a logical perimeter around managed APIs (like F

Workload Identity Federation

A secure authentication protocol in Kubernetes and Google Cloud. It maps a Kubernetes Servic

2. Recommended Reading & Bibliography

Systems & Data Engineering

Kleppmann, Martin. Designing Data-Intensive Applications. 0'Reilly Media, 2017.

e Why read: The absolute "Bible" for understanding database storage engines, index mechanic

Google SRE Team. Site Reliability Engineering: How Google Runs Production Systems. 0'Reilly

e Why read: Establishes the operational mindset for monitoring, alerting, error budgets, an

Brooks, Frederick P. The Mythical Man-Month: Essays on Software Engineering. Addison-Wesley,
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e Why read: Focuses on the human element of software engineering, scheduling traps, and the

Codd, Edgar F. "A Relational Model of Data for Large Shared Data Banks." Communications of 1

e Why read: The seminal whitepaper that introduced relational database algebra. Understandi

Communication & Business Strategy

Minto, Barbara. The Minto Pyramid Principle: Logic in Writing, Thinking and Problem Solving.

e Why read: The foundational text for executive communication. Teaches how to structure wri

Maister, David H., Charles H. Green, and Robert M. Galford. The Trusted Advisor. Free Press,

e Why read: Explores how to transition from a technical vendor to a strategic partner. Prov

Whitepapers & Technical Documentation

Palantir Technologies. "Dev versus Delta: Demystifying Engineering Roles at Palantir." Palar

e Why read: The origin story of the Forward Deployed Engineering role. Details the architec
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Anthropic Engineering. "Demystifying Evals for AI Agents." Anthropic Research, 2024.

e Why read: A deep dive into why manual vibes-testing fails for AI agents and how to build

Google Cloud. "Google Cloud Architecture Framework." Google Cloud Documentation, 2025.

e Why read: The definitive reference guide for GCP system design, outlining security best p

Vaswani, Ashish, et al. "Attention Is All You Need." Advances in Neural Information Processi

e Why read: The original research paper that introduced the Transformer architecture, which
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